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SR ERIEIWALL (| SETUP GUIDE

This document contains information on how to setup eXchange WALL Version 5.0 and Exchange
Server to work together.
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Overview

eXchange WALL processes email between the Internet and your Exchange Server. eXchange
WALL receives email from the Internet using two methods:

SMTP: This method is possible if you have a dedicated connection to the Internet and
email from the Internet is sent directly to your organization.

POP3: This method is possible if mail from the Internet is received by your ISP or another
service provider and stored in mailboxes on their server. eXchange WALL logs into these
POP3 accounts and downloads the messages. The IMAP protocol is also supported.

In both cases eXchange WALL then processes the messages (looking for viruses and executes
any matching rules) and then forwards the messages to your Exchange Server.

Note: Even if you use the SMTP connection you can still configure eXchange WALL to download
email from POP3 accounts residing anywhere on the Internet.

You can configure Exchange Server to send all your Internet-bound messages to eXchange
WALL for processing and eXchange WALL will then forward them to the Internet.

Installation and Configuration

Download the eXchange WALL installation program (efwsetup.exe) from www.exchangewall.com
and run the program. After answering a few questions, it will install eXchange WALL.

After installation, eXchange WALL will automatically run and launch its Configuration Wizard. This
will ask you the basic information that eXchange WALL requires to configure itself. After the
Wizard completes, it will launch this document explaining how to setup Exchange Server to work
with eXchange WALL.

Help

We are committed to our customers and to those evaluating our products. Please do not hesitate
to contact us if you are experiencing any problems. Our experienced Technical Support Team will
be glad to assist you.
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Exchange Server 2000, 2003

Instructions for setting up Exchange Server 2000, 2003 are divided into 2 sections:
Section A: eXchange WALL To Exchange Server.

Section B: Exchange Server To eXchange WALL.

Section A: eXchange WALL To Exchange Server

Section A deals with configuring Exchange Server and eXchange WALL so that eXchange WALL
can send messages that it has received to Exchange Server.

STEP A.1: Start Exchange System Manager.

From your Windows Start Menu, select:

Start >Programs >Microsoft Exchange >System Manager

STEP A.2: Setting Default SMTP Recipient.

In Exchange Server you will have to give all the clients SMTP type addresses which match their
Internet email addresses. For example say a user is known as john@acme.com on the Internet,
then the Internet address is john@acme.com for the Exchange Client.

To make sure the Virtual SMTP Server accepts messages for your domain you must
modify the default SMTP address. To do so follow these steps.

In the Microsoft Exchange Systems Manager select:

Recipients >Recipient Policies

*'E, Exchange System Manager
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In the details pane, using your mouse's RIGHT BUTTON right-click Default Policy and then click
Properties.
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STEP A.3: Email Addresses.

Click the E-Mail Addressestab.

Default Policy Properties ﬂﬂ
Generdl E-Mail Addreszes [IDetails
Generation rules:
Type | Address
SHTP @acme.com
X400 c=ug;a= ;p=ficme Corporation;o=Exchange;
4] | ¥
Mew... |®| Femowe | Set &z Brimary |
ak I Cancel | Lpply | Help |

Under Generation rules, select SMTP, and then click Edit.
The SMTP Address Properties dialog will appear.
In Address, type the new default SMTP recipient address that is in the form: @yourdomain.

Click OK to exit the SMTP Address Properties dialog and then Click OK to exit the Default Policy
Properties dialog.
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STEP A.4: Default SMTP Virtual Server.

"a Exchange System Manager

J% Console  window  Help

|J Action  Wiew |J &= = | | |@

Tree I

SMTP

% Acme Corporation (Exchange)
-84 clobal Settings
@ Recipients
EI'%! Servers
=5 wakas
=0 Protacals

[l First Storage Group
[]---I?E\ Conneckors

43 Tools
[]--ﬂ Falders

ame | —

'&?Default SMTP Virtual Server

From Microsoft Exchange Service Manager select:

Servers >your exchange server >Protocols >SMTP >Default SMTP Virtual Server

Using your mouse's RIGHT BUTTON right-click Default SMTP Virtual Server. Then select

Properties from the popup menu.
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STEP A.5: General Tab.

1
Default SMTP ¥irtual Server Propetties d |

General |ﬂccess| Messagesl Deli\-'er_l,ll

Drefault SMTP Yirtual Server

e
IF address:

Y|  Advanced..

™ Limit mumber of connections to:

Tl

Conkection tirme-out [minutes]: i

Enable logging

Active log format:

IWBE Extended Log File Format j Froperties... |
ak I Cancel | Apply | Help |

Parameter A
Make note of the IP address shown in the IP Address field (Parameter A). The value will either be an IP address
(example: 192.168.0.4) or be 'All Unassigned'. You will need to know this value later when configuring eXchange WALL.

Click the Advanced button.

x

Configure multiple identities for this wirtual zerver.

Address:
IP Address | TCF Port | Filter Enabled
192.168.0.4 5 Mo
sdd. | Edi. | Femove |

0k I Cancel | Help

Parameter B
The TCP Port should be set as follows depending on the method your organization uses to receive Internet mail.

SMTP: If eXchange WALL is running on a separate computer the TCP port should be 25. IfeXchange WALL is
running on the same computer as your Exchange server it should be 8025.

POP3: The TCP Port should be 25.
To make changes to the TCP port click the Edit button. Make note of the TCP Port value (Parameter B).

Click OK.
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STEP A.6: Configure eXchange WALL.
Now run eXchange WALL and select:

eXchange WALL >Configuration >Incoming Mail

— Sending To Exchange
Eschange Servier iz located at;
IF addresz ar TCPAP host name: I'I 92.168.0.4

Exchange's SMTP zerver listenz on port; |25 _I?

IP Address or TCP/IP Host Name: Enter the IP address you noted in STEP A.5 (Parameter A).
If the value was 'All Unassigned' then enter the host name or IP address of the computer running
Exchange Server.

Exchange's SMTP server listens on port: Enter the port number you noted in STEP A.5
(Parameter B).

Click the Save button on the toolbar.
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Section B: Exchange Server To eXchange WALL

Section B deals with configuring Exchange Server and eXchange WALL so that Exchange Server
can send its Internet-bound messages to the Internet through eXchange WALL.

STEP B.1: Start Exchange System Manager.

From your Windows Start Menu, select:

Start >Programs >Microsoft Exchange >System Manager

STEP B.2: Default SMTP Virtual Server.

"E Exchange System Manager

J% Console  Window  Help

|J Action  View |J & o= | | | @
Tree| SMTP

% Acme Corporation (Exchange) ,Ea_me _E-.-__"'\—

@ Global Settings l 5 Default SMTP Virtual Server
; Recipients
=8 Servers

=8 wzkas
=11 Protocols
o @ HTTR

L EC MaRd

=l
R %400

@ First Storage Grouf
-5 Connectors

4% Tools

[#-(2) Folders

From Microsoft Exchange Service Manager select:

Servers >your exchange server >Protocols >SMTP >Default SMTP Virtual Server

Using your mouse's RIGHT BUTTON right-click Default SMTP Virtual Server. Then select
Properties from the popup menu.
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STEP B.3: Delivery Tab.

Click the Delivery tab.

Default SMTP ¥irtual Server Properties 2=l

Generall ﬂccessl Mezzade

— Outbound

First retry interval [minutes]:
Second retry interval [minutes):
Third retry interval [minutes):
Subzequent retry interval [minutez):
Delay notification: Hours hd

Expiration timeout: -

=]
&
5

— Local

Drelay notification: Hours -

Ezpiration timeout:

-

o
&
5

M ﬂiﬂﬂﬂﬂ

Outhound Security... ’h Advanced... |
Vs
ak. | Cancel | Apply | Help |

Click the Outbound Connections button.
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STEP B.4: Outbound Connections.

1
Outbound Connections x|

Iv Limit cornections to: 1000
Time-out [minutes): I'I 1]

W Limit connections per domain bo: 100

TCP port: 8025

|

Ok, I Cancel | Help |

Parameter C
Set the port number that eXchange WALL will be listening on for email connections from
Exchange Server based on one of the options below:

Exchange Server and eXchange WALL running on SAME computer:
If running on the same computer you need to set the port number based on the method used by
your organization to receive Internet mail.

Internet mail is received using SMTP:
Set the TCP Port to 25 and configure Exchange’s SMTP Server to listen on port 8025.

Internet mail is received using POP3:
Set the TCP Port to 8025 as not to conflict with port 25, which is typically used by
Exchange Server.

Exchange Server and eXchange WALL running on DIFFERENT computers:

Set the TCP Port to 25 (default).

Click OK.
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STEP B.5: Advanced Delivery.

At this point you should be back to the Delivery property page. Click the Advanced button on
this page.

Advanced Delivery |

Marimurn hop count;

O

i asquerade domain:

Fully-qualified domain name:

Iacme.com Check DMS |

Srnart host:
[192.168.0.4]

[ attempt direct delivery before sending to smart host

[~ Perform reverse DNS lookup on incoming messages

Caonfigure external DNS Servers: Canfigure. .. |
kK I Cancel | Help |

The dialog determines where Exchange Server sends it Internet messages.

In the Smart Host field enter the host name or IP address of the computer where eXchange
WALL is running.

NOTE: If you enter an IP address you must enclose it in square brackets []. For example if
the IP address is 192.168.0.4 then enter [192.168.0.4].

Click OK.

Click OK to save your changes and exit the Default SMTP Virtual Server Properties dialog.
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STEP B.6: Configure eXchange WALL.
Now run eXchange WALL and select:

eXchange WALL >Configuration >Incoming Mail

Incoming Mail |
Fisave | Munds

~ Sending To Exchargs
Enchangs Seeve o located st

IP* ihedeecss o TCPAP haost neres: _
EM:SMFFMMMMIZS 5_

Faded Disiveny -
Fristrsy Lasbend ricksagend ey (1 3 bt

Drelete Lded messages alter |7 = dags

- Local Dumaine:
Areapt mastages sddwessad lo lobowing domaint
AT oM

~— Connecison Control
Ao IF sddesoes:

Dralon |P addresses:

— Advanced

Post: I‘.“.’t 5 Tineout

i
T

In the Advanced section, set the Port value to the value you sent in STEP B.4 for TCP Port

(Parameter C).

Click the Save button on the toolbar.
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Exchange Server 5.x (or earlier)

Microsoft Exchange Server 5.x (or earlier) uses a service called the Microsoft Internet Mail
Service (IMS) to send and receive Internet messages. This service is an SMTP server. After
eXchange WALL receives messages from the Internet in forwards them to the IMS which delivers
the messages to Exchange Server.

Instructions for setting up Exchange Server 5.x (or earlier) are divided into 3 sections:
Section A: Configuring Exchange Server with IMS not installed.
Section B: Configuring Exchange Server with IMS already installed.

Section C: Configuring eXchange WALL.

You only need to do Section A or B but you must always do C.

Section A: Configuring Exchange Server with IMS not installed.
STEP A.1: Run Microsoft Exchange Administration program.
From the Windows Start Menu select:

Programs >Microsoft Exchange >Microsoft Exchange Administrator

STEP A.2: Verify Internet Mail Service is not already installed.
Open the Connections branch and check if Internet Mail Service is already installed by selecting:

your organization >your site >Configuration >Connections

@& ACME Dizplay Mame + i
b Addrezz Book Views
7--[E] Folders Interret b ail'
ol Global Address List vz
- @ SALES
El%. Configuration

[ LE kA

F/29/99 932 Fh

@ Addressing

@ [Comnestions

. Directony Replication

If Internet Mail Service is already installed as show above, stop and go to Section B in this
document.
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STEP A.3: Install Internet Mail Service.

IFrom the Microsoft Exchange Administration program's menu bar, select:
File >New Other >Internet Mail Service

This will start the Internet Mail Wizard to guide you through the installation.

Enter the following as the Wizard prompts you:

Internet Mail Wizard |

Wielcome to the Internet b ail Wizard

With this wizard vou can create a new Intemet b ail
Service to 2end to and receive mail from the Internet ar
ather SMTF systems.

Thiz wizard will:
11 Frovide a check list of tazks bo complete
2] Gather information from you

3] Inztall the Internet b aill Service

Cancel Help |

Click Next.

Internet Mail Wizard |

B efore continuing with this wizard, you should hawve the
following tazks completed:

* Inztall TCPAF and zet the DMS Damain hame an the
Exchange Server uzing the Metwork icon in the Cantral
FPanel.

* |f wou will be uging DMS, set the DMS Server using the
Metwork, icon in the Control Fanel. On pour DMS server
add an 4" and "'kMK" record pointing to your Exchange
Server.

* | wou will be uzing a modem to access vour Internet
Service Provider [I5P), you must install BAS and create a
phone book, entry on the Erchange server far the |SF.

Faor more infarmation on any of these tazks, zee the
bicrozoft Exchange Server documentation,

< Back Cancel Help

Click Next.
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Internet Mail Wizard |

Select the Microsaoft Exchange zereer in pour zite ko install
the Internet Mail Service

T

The Internet Mail Service can be configured to zend
[nternet mail through a dial-up connection through waur
Internet zervice provider [ISP) uzing RAS.

[ Allow Internet mail through a dial-up connection.

¢ Back I Hewt > I Cancel Help

Make sure the checkbox Allow Internet mail through a dial-up connection is NOT enabled.
eXchange WALL handles any dial-up requirements you may have or uses any available proxy
server.

Click Next.

If the Wizard complains that you have not configured DNS, follow these steps:

From the Control Panel, double-click the Network icon.
Click the Protocol tab.

Double-click TCP/IP Protocol.

Click the DNS tab.

In the Domain field enter your Internet domain.

Keep clicking OK to finish.

Now back to the Wizard and click Next.
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Internet Mail Wizard |

The Interet Mail Service can use DMS to find the
computer on the network to zend mail to directly or you can
gend all mail to a zingle host [Recommended if you are
connecting bo an lntemet Service Provider [1SP) or if you
have an exizting SMTP zerver

Haw do pou want the [ntermet Mail Service to send mail;

" Use domain name system [DMS] to zend mail. [T ypicall
" Route all mail through & single host.
Enter the host name or TCPAAP address of the haost.
[127.0.01

¢ Back I Hewt > I Cancel Help

This step configures the Microsoft Internet Mail Service to send its Internet-bound messages
through eXchange WALL. This is necessary if you are using a dial-up connection but if you are
using a dedicated Internet connection then you do not have to direct all messages to eXchange
WALL but it is still recommended.

Select Route all mail through a single host and enter the host name or IP address of the
computer where eXchange WALL is installed.

Click Next.

Internet Mail Wizard |

The Internet Mail Service can be configured to zend mail
ta any Internet e-mail address or vau can restrict mail to be
zent only to a particular zet of Internet e-mail addreszes
[e.g * microzoft. com].

Ywhat Internet mail addreszes will thiz Intermet Mail Service
be allowed ta zend mail tao:

@ il internet mail addreszes. [Topicalf

¢~ Only mail destined for a particular set of addrezzes.

¢ Back I MHewt > I Cancel Help

Select All internet mail address.

Click Next.
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Internet Mail Wizard |

Specify the zite addrezs uzed to generate the e-mail
addrezz for your uzerz. For example, @microzoft. com
would get e-mail addresz of the mailbox b ary to

b arpimicrosaft, com.

I@acme.cnm

¢ Back I Hewt > I Cancel Help

Enter your organization's domain name. This is used by Exchange to format Internet addresses
for all your Exchange users. You can later override the address of individual users or give them
additional Internet addresses (aliases).

Click Next and continue with the Wizard until you have completed all the steps.

GO TO SECTION C.
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Section B: Configuring Exchange Server with IMS already installed.

STEP B.1: Run Microsoft Exchange Administration program.

1
From the Windows Start Menu select:

Programs >Microsoft Exchange >Microsoft Exchange Administrator

STEP B.2: Open the Internet Mail Service properties.

Open the Connections branch and check if Internet Mail Service is installed by selecting:

your organization >your site >Configuration >Connections

Address Book Views
Folders
o8l Global Address List
= SALES
B, Configuration
L [ Adddn:
@ Addressing
-9

i1y Directory Replication

¥ Server JEM in Site SALES - Connections

@& ACME Dizplay Mame | Modified
E - , —rrvrey

If Internet Mail Service is installed, you should see it listed. Double-click Internet Mail Service.

If Internet Mail Service is not listed, stop and read Section A in this document.
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STEP B.3: Connections.

In the Internet Mail Service Propertiesclick the Connections tab.

Internet Mail Service [JEM] Properties

General I Connected Sites | Address Spae Belpvery Restrictions | Diagnostics Logging
Intermet b ail I Dial-up Connections @ | [ueues I Rauting I Security

Internet Mail Service (JEM)

 Transfer Mode——————— — Message Delivery
' {nbound & Dutbouncf_ ™ Ilse domain name system [DMS)
€ Inbound Only t’f: Fonsard all messagesm—-\l

' Qutbound Orly 127.00.1 __,..-—J

" Mone [Flush Queues) Clialiane:

Adyanced... | Specify by E-tail Domain: E-Mail Damain.. |

| I

—Accept Connections
" From any host (secure or non-secure)

Service Meszage Queuss —
Bet interval [brs):

= Only from hosts using: IAuthentication

Specify by host: Hosts... |

j |.25, 814
Time-outs. .. |

™ Clients can only submit if harmed on this server

[™ Clients can only submit if authentication account matches submission address

o]

Cancel | Apply | Help |

This step configures the Microsoft Internet Mail Service to send its Internet-bound messages
through eXchange WALL. This is necessary if you are using a dial-up connection but if you are
using a dedicated Internet connection then you do not have to direct all messages to eXchange

WALL but it is still recommended.

Select Forward all messages to host and enter the host name or IP address of the computer

where eXchange WALL is installed.
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STEP B.4: Routing.

1

Click the Routing tab.

Internet Mail Service [JEM] Properties E
General | Connected Sites I Addresz Space I Delivery Restictions | Qiagnostics Logaing
Intermet Mail I Dial-up Connections I Connections I Queves m' Secuity

[l E E

Internet Mail Service (JEM)

" Do not reroute incoming SMTP mail
' Feroute incoming SMTP mail (required for POP3AMAPS suppart)

— Bouting
Sent to: | Foute tao: |
S Com | <inbourd: Add

Ed...

Remove

[ Instead of the table, use this custom routing program:;

| lEE

I Bravse:.

OF. I Cancel | Apply | Help |

Select Reroute incoming SMTP mail.

Add your domain to the list. Click Add. This displays a dialog where you can add your domain and
select Should be accepted as "inbound". Click OK.
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STEP B.5: Dial-Up Connections.
Click the Dial-Up Connection tab.

Internet Mail Service [JEM] Properties

General I Connected Sitex | Addresz Space I Delivery Restictions I Diagnostics Logging I
Internet b ail Dialup Connections I Connections I Queues I R outing I Security

Internet Mail Service (JEM)

Available connections:

[CIdpDialllpServer i Tlimecut after: |5 i
[CMyDiallpServer?

[k ISP F&il Betiesal.. |
[interog
[ JKINESPHERE [Lagom | Aramatien.. |

Scheduls: & Dafy € wieekln
Dial

5] Evenn | 4 _I:i' hrsl i _I::‘ i,

s (FRT

0 wihien mail guened, But st most evens: |3U it

Sifart WG O0 ill Eryc: |18 00 ﬂ I el

aK I Cancel | Apply I Help |

Ensure that all Available connections are NOT checked. eXchange WALL handles the connection
to the Internet; therefore, the Microsoft Exchange Internet Mail Service does not need to use dial-
up connections.

Click OK.

STEP B.6: Restart Microsoft Exchange Internet Mail Service.

You have completed the necessary changes to the Internet Mail Service but it must be restarted

for the changes to take effect. Open the Windows Services Manager and Stop/Start the Microsoft
Exchange Internet Mail Service.

Go to Section C.
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Section C: Configure eXchange WALL.
Run eXchange WALL and select:

eXchange WALL >Configuration >Incoming Mail

Incoming Mail

[Flseve | unds

~ Sendng To Exthings
Enchangs Senved & locsted ot

IPaddess ot TCPAP host rares: [EENEENDE
Exchangs's SMTP seevee butsrs on pott [75 =

Faded Deivery

Dt bided messages alled ﬁ i

~ Laazal Drommaire:

Arcep mestagas sddeacsad o lolowang domsns
AT GO Badd
[Remowe
~ Connacton Control
Alow IP sddresses:
Teen Add I
Removs I
Dialiows P addresses:
|
Remove I
~ Aubvanced
Pot[5 =  Timeow [M0 = seconds

Find the option below that describes your situation and enter the values as directed:

Exchange Server and eXchange WALL running on SAMEcomputer:

Sending to Exchange:
IP Address or TCP/IP Host Name: Enter the IP address or host name of the computer running Exchange
Server.

Exchange's SMTP server listens on port: Enter 8025.

Advanced:
Port: Enter 25.

Exchange Server and eXchange WALL running on DIFFERENT computers:
Sending to Exchange:
IP Address or TCP/IP Host Name: Enter the IP address or host name of the computer running Exchange
Server.
Exchange's SMTP server listens on port: Enter 25.

Advanced:
Port: Enter 25.

Click the Save button on the toolbar.
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